Efficient eGovernment and eCommerce require the ability to authenticate citizens and transactions online, whereas the increasing mobility of citizens demands reliable identification. Identity documents tend to become the most popular form of identity tokens used for these purposes. An important problem, however, is that they can easily be passed on or used by a fraudster. We discuss the use of identity documents and the problem of linking these documents with their genuine holder. We discuss ePassports and eID cards in general using the Belgian identity documents as a reference.
Introduction
Over the last years electronic identity documents have developed rapidly as a response to the increasing need for identification and strong authentication of natural persons in online transactions. Of the many identity tokens that are in use in both the private and the public sector, government-issued tokens have gained a broad interest because of their large-scale deployment and their potential for private applications. We refer to these tokens as identity documents. These documents come in many variations. Some serve a particular purpose, e.g., driving licenses and passports, whereas others are general-purpose documents, e.g., social security cards and identity cards. Several activities have emerged in an attempt to harmonise the many initiatives and identity cards are increasingly becoming "multi-purpose" cards.
Although theoretically there is a clear distinction between identity cards and passports, they are often confused with each other, particularly in countries where identity cards do not exist or are not mandatory. Identity cards and a fortiori eID cards are controversial in some countries, e.g., because some countries indicated in these cards religion of the holder (Greece). In Belgium, eID cards and ePassports are issued at a national level by the Federal Government and can be used for visual identification of its holder but their respective purpose is significantly different. Countries like Norway and Sweden have their eID cards issued by the private sector, banks and post, respectively.
Whereas the use of passports is limited to identifying the card holder at borders, identity cards also offer additional functionalities including: (i) authentication of their holder, (ii) digital signing of documents, (iii) decryption and (iv) data storage. However, identity cards are now also taking up the role of travel documents. E.g., in the Schengen area, an identity card is sufficient to enter another Schengen country. Moreover, in countries such as Belgium, a machine readable zone (MRZ) 1 is now being printed on the back of the identity card, giving it the official status of a travel document. The number of eGovernment transactions between a citizen and the administration per year is very slim, despite the increase in efficiency and the cost reduction that a multi-application identity card has brought to government administrations. Therefore, the introduction of eID cards can only be cost effective if they are usable for a broad range of eGovernment services and in the private sector. The lack of a mature and globally accepted standard for identity cards makes them also ill-suited for the international scope of travel documents.
In this article we illustrate the subtle yet important differences between electronic identity cards and passports by examining the Belgian electronic identity (eID) card and the Belgian electronic passport (ePassport). The subsequent sections present their functionalities and the security aspects, together with a few issues that are observed in the methods for identification and authentication of the holder. Finally, we elaborate on the mechanisms that protect the information stored in the chip of these documents.
eID cards and ePassports in Belgium
The Belgian eID card is a contact (smart) card that allows strong authentication of the holder. Identity cards are mandatory for every Belgian citizen who has reached the age of twelve. Children between six and twelve years old are issued a kid's card with which they can authenticate themselves towards websites designed for children. A foreigner's eID card is issued to non-Belgians, e.g., persons with a residence permit of five years. Their current shape and form deviate from the traditional identity card.
The Belgian ePassport was introduced in 2004 and comes in the form of a booklet with an embedded radio-frequency identification (RFID) chip that allows contactless identification of its holder. It complies with the International Civil Aviation Organisation (ICAO) standard [1] for machine readable travel documents (MRTDs). Although they may contain several biometrics, only the cardholder's photo and handwritten signature are currently included.
There is a clear distinction between the identification and authentication of a natural person. For the purpose of this article, identification is the process of determining who a person is based on its claimed or observed attributes. The authentication of a person is the process of corroborating the identity claimed by the person and requires his active participation in the process [2] . This distinction illustrates the main difference between ePassports and eID cards. The former is intended for identification whereas the latter in addition provides a means for strong authentication and qualified electronic signatures. Document lifecycle. Both the eID card and the ePassport have a lifecycle of five years and are issued by the federal government. They are distributed by the municipalities who are also charged with the registration process. Upon birth, each Belgian citizen is assigned a unique national number and is registered in the National Register, which is a central database containing key attributes about Belgian citizens. Also foreigners are registered and issued with a national number at their first encounter with the Belgian social security administration, e.g., a foreign employee working in Belgium or a tourist who needs medical assistance.
The provisioning of these identity documents follows the citizen's formal request at its municipality. A private company subcontracted by the government personalises the requested document, which entails printing the personal information on the document and the initialisation of the document's chip with the correct information. The document is then delivered to the municipality where it was requested.
The certificates of an eID cards are activated using the appropriate credentials (see below) when they are collected at the municipality. If an eID card is lost or stolen before it expires, the validity of the card's certificates can be blocked by revoking these certificates. ePassports, however, require no specific activation and in the event of loss or theft are blacklisted. Document functions. The Belgian eID card has four functions. The first function is visual identification. The information printed on the card, including the card holder's picture, supports the physical identification of the holder. The other three functions involve the card's chip. Firstly, the identity information stored on the chip can be digitally captured and verified to confirm the identity of the holder. The two last functions use the cryptographic capabilities of the card. The creation of authentication signatures allows the card holder to prove his identity, whereas the creation of non-repudiation signatures enables him to generate signatures that are legally binding. The latter are also known as qualified electronic signatures, which are defined by the European Directive on electronic signatures [3] .
ePassports have two functions. The first is visual identification at country border crossings, by hotels, car rental agencies, etc. The second function is digital identification of the holder, through data captured from the chip.
The remainder of this article focuses on the electronic functionalities of the documents and elaborates on the security aspects thereof. For an overview on the Belgian eID card we refer the reader to [4] and [5] , a recent discussion on privacy aspects in ePassports is found in [6] .
Document security and identification functionalities
The static security features of identity documents are those that protect the physical properties of the document. Common attacks include substitution, removal, modification and disabling of the chip, and modification of the data printed on the document. Attacks aimed at the ePassport booklet mainly consist of modification of the data and visa pages, e.g., replacement of the picture or erasure of stamps and dates of border crossings.
Active security features protect the document and its digital content against modifications and active adversaries. For instance, digital signatures protect the integrity of the data in the chip, access control mechanisms prevent undesirable or unlawful information disclosure, secure messaging protects against eavesdropping, active authentication and on-card key pair generation prevents chip cloning, for private keys that are generated inside a chip cannot be exported from this chip.
Visual identification
The first function of both the eID card and the ePassport is the visual identification of its holder with the information that is printed on the document. The Belgian eID card is shown in Figure 1 . The information printed on the front of the card includes personal information about the holder such as his or her name, first two given names, title, nationality, gender, as well as birth date and place. The card also displays a photo and the handwritten signature of the holder, the card number and its validity period. The back of the card mentions the municipality involved, the national number of the citizen and the handwritten signature of the civil servant. Cards produced since January 2005 also bear a MRZ. Belgian ePassports have the form of a booklet as shown in Figure 2 . The data page contains personal information about the holder, such as his name, first name, gender, a photo, nationality, birth date and place, the document number and its validity period. It also contains the MRZ, which encodes the document type, document number, issuance and expiration dates, nationality of the holder, his name, gender, birth date and some checksums. In recent years advanced counterfeit prevention measures have been added to increase the physical security of the document.
Data capture
The second function of eID cards and ePassports allows exporting the data they store electronically for further usage, e.g., to facilitate registration procedures or to pre-fill forms with the document holder's name, official address, etc.
ePassport data formats
The Belgian ePassport follows the ICAO standard. This standard defines a travel document's security object and the following data groups (DGs): DG01, the machine readable zone; DG02, the facial image of the holder in JPEG format; DG07: the displayed signature in JPEG format; DG11: additional personal details (birth place and full birth date); DG12: additional document details (issuing authority and issuance date); DG15: the public key for active authentication, i.e., a 1024-bit RSA modulus and 2
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+ 1 as the public exponent. The security object specifies all included data groups and its integrity is guaranteed by the Federal Public Service of Foreign Affairs. This security object also includes the public-key certificate needed to verify this signature.
The ICAO standard also defines data groups which are not (as of yet) included in Belgian ePassports, e.g., groups for fingerprints and iris scans, automated border clearances, electronic visas and travel record details.
eID card data formats
The content of the Belgian eID card can be divided into two parts. The first contains all data that relates to keys, certificates and the codes to activate the card's signing functionality. The second part contains all identity-related information, which is signed by the National Registry.
The card contains five X509v3 certificates [7] . Two of them are specific to the citizen: the authentication and the non-repudiation certificate. The card also contains the certificates of the Citizen Certification Authority (CA) and the Belgian Root CA. The citizen certificates are issued by the Citizen CA, which itself received its certificate from the Belgian Root CA. The Root CA certificate is self-signed and permits the card holder to validate certificate chains that originate from the same Root CA. The fifth certificate belongs to the National Registry and is used to verify the signatures that protect the integrity of the identity-related information.
The second part contains three data files, namely the citizen's photo in JPEG format of about 3 kilobyte, the citizen's identity data and the citizen's official address, and two signature files. The citizen's identity data file contains name, given names, national number, nationality, birth place and date, gender, title, special status (e.g., white cane for blind people) and a cryptographic hash of the photo. Other information in the file refers to the card and the chip, i.e., card number, validity period, document type (e.g., Belgian citizen or EU citizen), and the issuing municipality. Different from the ePassport, the format of these files is proprietary, e.g., the dates are stored in structured languagespecific text fields.
Chip authenticity
Passive authentication. The issuing authority digitally signs the data files of eID cards and ePassports. These documents contain all certificates needed to verify the signatures. It is up to the verifier to check whether the root certificates are genuine. Passive authentication permits the detection of manipulated identity data. It does not prevent copying the data files to another chip; neither does it prevent chip substitution, i.e., placing the chip of one document in another one.
Active authentication. The goal of active authentication is to confirm that the chip is genuine. To this end, the terminal initiates a challenge-response protocol with the chip. The terminal sends a random challenge to the chip which in turn signs the challenge using its private chip authentication key. The terminal retrieves the resulting signature. The terminal then obtains a genuine copy of the public key needed to verify the signature, either from the chip itself or retrieves it from its infrastructure. If the signature is correct, then a genuine chip was involved in the process.
Each chip generates its own chip authentication key pair during the document's initialization. Exporting the private key of this pair from the chip is not possible. ePassports store the corresponding public key in data group 15 (DG15), whereas an eID card's public key is stored at the National Register.
Active authentication permits detection of card cloning. Unfortunately, this does not protect against chip-in-the-middle attacks [8] , whereby the challenged chip forwards the challenge to a genuine chip and relays the reply from the genuine chip to the terminal. Nor does it prevent replay of challenge attacks, where an attacker sends random challenges to a genuine passport and builds a data base of challenge-response pairs for later use.
Logical link with the holder
The administration knows its citizens through the information contained in its National Register. This is the authentic source of the citizen's basic set of identity information, including his official address, marital status, children, ID card, passport and driving license. It does not hold any biometric data. This implies that it is impossible to unquestionably link a record in the Register with a physical person. Identity documents can only be issued to persons who are referenced in the National Register.
Theoretically, identity documents can be requested by one person but collected by another. Face-to-face identification procedures are in place to prevent this form of identity theft. Biometric verification of the requester requires prior registration of its biometric data, but could in principle strengthen these identification procedures. It could also assist in solving the problem of duplicate issuance, where one person obtains two identity documents with overlapping validity periods. Note, however, that people who travel frequently to countries that have complex visa procedures have the right to have two passports with overlapping validity periods.
Operational link with the holder
Citizens and eID card functionality. Using an eID card to generate signatures requires the correct personal identification number (PIN) and the certainty that what you see is what you sign (WYSIWYS). The PIN corroborates a link between the signature and the genuine card holder, but this is a weak link. A correct signature only implies that someone was able to make the eID card create a signature. The actual card user is not necessarily the genuine card holder.
The WYSIWYS issue is much more challenging, as the signer needs in-depth knowledge of the signature format and the exact information that will be processed by the application preparing the signed document.
Match-on-card biometrics could enhance the confidence that the genuine card holder initiated the signature creation, and prevents that the signer's PIN is cached in the software. The biometric reference data must be registered on the card in a secure environment, witnessed by a civil servant. This biometric activation significantly differs from the use of biometrics as presented in the previous section. At the moment of this writing, the only realistic biometric for match-on-card are non-forensic fingerprints.
Biometrically linking citizens and chips. A passport can easily be stolen and used by lookalikes of the genuine possessor. Distinguishing one from the other requires confirmation of the link between the logical identity associated with the document and the physical person. The reliability of identification performed by a human is very limited and can be increased through automated biometric verification. The biometric reference data is captured from the chip and compared with a fresh sample obtained from the document holder. This confirms that the logical identity matches the physical identity.
The biometric data in ePassports may originate from different modalities, as opposed to the fingerprint data being used for biometric activation in eID cards. However, the verification of a signature that was biometrically activated could establish the link indirectly between the physical and the logical person associated with the eID card. This solution is privacy-friendly because the administration does not have to keep a database with biometric reference data.
User-level cryptographic functionalities
The scope of this section is limited to the cryptographic functionalities of eID cards because their signing functionality is subject to the holder's consent, which is not the case for ePassports. Belgian eID cards are able to create (entity) authentication and non-repudiation signatures as defined by the European Directive on electronic signatures [3] .
Authentication signatures
The main purpose of authentication signatures created with an eID card is to provide the citizen with a means to authenticate himself in an online environment, e.g., for online banking and online tax filling. The signing functionality is activated once the citizen has entered the correct PIN. This functionality remains active until the card is reset, which is a necessary feature in many client authentication protocols, e.g., SSL/TLS. An authentication signature is accompanied with the citizen's authentication certificate. This certificate contains privacy-sensitive information, such as the national number of the citizen, which in turn also discloses gender and birth date [9] .
Non-repudiation signatures
Non-repudiation signatures are of great importance from a legal perspective. The EU Directive on electronic signatures implies that non-repudiation signatures, as produced by an eID card, are equivalent to handwritten signatures. This distinguishes them from authentication signatures in the sense that a judge is forced to accept their legal validity should they be at issue.
The non-repudiation certificate also contains the citizen's national number. This serves to guarantee continuity when the same citizen uses subsequent eID cards to produce non-repudiation signatures, e.g., to sign the extension of a contract with his new eID card. It also allows to link different applications which should perhaps not be linked (file taxes, apply for benefits, and rent a DVD...). The other question is: who is allowed by law to use and store the national number [9] ? It is not too hard for a large insurance company to build up such a database (by asking their customers to e-sign the contract) and then later on match this with other databases.
Non-implemented decryption feature
A Belgian eID card only provides signing functionalities to the citizen. It is impossible to decrypt information. This is because the management of decryption keys is different from that of signing keys, together with the impact of losing an eID card. If a citizen looses his eID card, he can simply request a new card after which he will be re-enabled to use it for authentication and non-repudiation purposes. If he also used the lost card to decrypt information, all information encrypted under the private key stored in the lost card would permanently remain inaccessible. This issue could be solved by means of a key escrow mechanism, in which a trusted third party holds a copy of the private key, which would imply that this third party will also be able to decrypt the citizen's information.
Access control mechanisms
Access control mechanisms protect the privacy of the holder of an identity document by preventing unauthorized reading of the chip's content. Strong mechanisms are particularly needed when the information stored in documents can be read through wireless communication.
ePassports
Basic access control. The basic access control mechanism of ePassports requires information specific to the document and its holder. This information is stored in the MRZ, from which a few fields are extracted to calculate a static access 3DES key of 112 bits. This access key is used to confirm that the reader knows the specific information from the MRZ. If the reader succeeds, a secure messaging channel is established, which prevents eavesdropping. Once someone knows the information needed to calculate this static access key, he can confirm the presence of a particular passport (through active authentication, see above). This problem is inherent to the basic access control mechanism.
Another worrying issue is that the basic access control mechanism depends on very little and highly predictable information, namely birth date of the holder and the document number and its expiration date. The derived access key has an approximate security level of 56 bits, if the passport number is numeric and 73 bits if the passport number is alphanumeric. Taking into account that the documents are sequentially numbered, these figures are upper bounds. With today's technology, an exhaustive search to find a static access key can be completed within the hour [10] under the reasonable assumption that the attacker knows the birth date and expiration date of a passport are known. Chapter 7 of [11] confirms that this level is far too low. Adding random data to fill the blank fields in the MRZ and using them to calculate the access key would significantly increase its security level, but does not change the key's static nature. The access control mechanism was not enabled for Belgian ePassports issued between November 2004 and July 2006 [10] . As a consequence, reading the identity information stored in these passports does not require the calculation of the static access key.
Extended access control. The ICAO standard specifies that an extended access control mechanism must be used to access an ePassport's sensitive data, such as fingerprints and iris templates. Note that the standard mandates extended access control but does not specify any particular mechanism. Extended access control requires explicit authentication of the terminal and uses long-term authentication keys issued to the reader. These are hard to revoke properly because an ePassport does not have online access. The ePassport should also be able to verify the expiration date of a terminal's certificate, which is also very challenging because the chip does not have an internal clock.
These limitations could easily be mitigated if the terminal were to present a fresh OCSP response [12] to the ePassport indicating that the terminal's certificate is still valid. An OCSP request refers to the certificate under investigation. The corresponding OCSP response includes both the time and the validity status of the targeted certificate. Freshness of this response would be guaranteed by means of a random challenge obtained from the ePassport which is also included in the OCSP request and response.
eID cards
Belgian eID cards do not implement any access control mechanisms to prevent reading identity information from the chip. A basic problem is that there is no way for the citizen to choose what information will be released, as information contained in an eID card can only be read in its entirety.
The identity information could be subdivided into categories, each of which could only be read after confirmation of the data group and after the holder has given his consent by presenting the correct PIN. A less transparent solution consists of encrypting parts of separate parts of identity information. In this case, only authorized entities are able to decrypt this information. This approach would be justified for highly sensitive personal data.
In case of emergency, e.g., when the citizen is unconscious, he will not be able to give his consent. This implies that an eID card must support an overruling mechanism, possibly based on PKI technology, whereby an authorized party is able to persuade the card to reveal the protected content. Such exceptions must then be logged by the card.
Conclusion
We have compared the functionalities and security features of two types of identity documents, namely eID cards and ePassports, using Belgium as a use case. Both documents support visual identification and data capture, whereas eID card are also able to generate authentication and non-repudiation signatures. Neither of them supports decryption because this would in practice require a key escrow mechanism. We have also suggested solutions to remedy some of the weaknesses that we identified.
A major issue with both eID cards and ePassports is the lack of a strong link between the logical identity and the physical identity of the holder. Biometric verification of the requester of a document would prevent identity theft and duplicate issuance but requires prior registration of its biometric data. To prevent that one can make misuse of a stolen passport it should be possible to verify the link between the claimed identity associated with the document and the physical person, e.g., by means of biometrics.
eID cards use a PIN to provide a relatively weak link between the holder and the card. This implies that a person other than the holder could obtain someone's card and PIN, and create signatures in the name of the genuine holder. Biometric activation of the signing functionality can prevent that a person creates signatures with another person's eID card.
With regards to controlling access to ePassports, we have shown that adding random data to the information that is used to derive the access key in the basic access control mechanism would significantly increase their security level. Extended access control suffers from the impossibility to synchronize clocks and to check the revocation status of a terminal's certificate. We propose a solution to this problem based on the OCSP. We iterate that for eID cards access control is practically non-existent.
